
F I V E - D A Y  B O O T C A M P

Cyber Security
Ethical hacking, network defence and incident response — in five 
days

www.computertrainingwales.co.uk



0 1  ·  T H E  C O U R S E

About this bootcamp

Move from zero to entry-level cyber roles in five days. 

Network defence, phishing response, ethical hacking 

fundamentals and incident response — hands-on 

from day one, with no prior experience required.

Q U E S T I O N S  B E F O R E  Y O U  B O O K ?

0 1 6 5 6  7 3 7 3 4 9    ·    h e l l o @ r e s k i l l w a l e s . c o . u k



0 2  ·  H O W  T H E  W E E K  W O R K S

Five outcomes

1
Mornings are taught sessions — the concepts, the 

threats and the frameworks explained in plain 

English.

2
Afternoons are hands-on labs where you build 

something real: a defended network, a phishing 

simulation, a guided penetration test.

3
Day five closes with a capstone — respond to a 

simulated cyber incident from detection through to 

written report.



0 3  ·  A  T Y P I C A L  D A Y

Your daily rhythm

9:00 – 10:45 am Taught session one

10:45 – 11:00 am Morning break

11:00 am – 12:00 pm Taught session two

12:00 – 1:00 pm Lunch break

1:00 – 2:30 pm Hands-on lab



D A Y  0 1  ·  T H E  T H R E A T  P I C T U R E

Cyber Threat Landscape

AM
T A U G H T  S E S S I O N

T y p e s  o f  c y b e r  t h r e a t s  ·  T h r e a t  a c t o r s  &  

m o t i v a t i o n s  ·  T h e  c y b e r  k i l l  c h a i n  ·  R i s k  

a s s e s s m e n t  f u n d a m e n t a l s  ·  W e l s h  c y b e r  

l a n d s c a p e  ·  C a r e e r  p a t h s  i n  s e c u r i t y

PM
L A B

M a p  t h e  t h r e a t  l a n d s c a p e  f o r  a  r e a l  

W e l s h  S M E .



D A Y  0 2  ·  N E T W O R K  S E C U R I T Y

Network Defence

AM
T A U G H T  S E S S I O N

T C P / I P  &  n e t w o r k i n g  f u n d a m e n t a l s  ·  

F i r e w a l l s  &  i n t r u s i o n  d e t e c t i o n  ·  N e t w o r k  

s e g m e n t a t i o n  ·  V P N  &  r e m o t e  a c c e s s  ·  

W i r e l e s s  s e c u r i t y  ·  M o n i t o r i n g  t o o l s

PM
L A B

C o n f i g u r e  a n d  d e f e n d  a  p r a c t i c e  

n e t w o r k .



D A Y  0 3  ·  S O C I A L  E N G I N E E R I N G

Phishing Defence

AM

T A U G H T  S E S S I O N

P h i s h i n g  a n a t o m y  &  t e c h n i q u e s  ·  S p e a r -

p h i s h i n g  &  w h a l i n g  ·  S o c i a l  e n g i n e e r i n g  

p s y c h o l o g y  ·  E m a i l  s e c u r i t y ,  D M A R C  &  

S P F  ·  A w a r e n e s s  t r a i n i n g  ·  R e p o r t i n g  

c u l t u r e

PM
L A B

R u n  a  s i m u l a t e d  p h i s h i n g  c a m p a i g n  a n d  

a n a l y s e  t h e  r e s u l t s .



D A Y  0 4  ·  S W I T C H  S I D E S

Ethical Hacking

AM

T A U G H T  S E S S I O N

E t h i c a l  h a c k i n g  m e t h o d o l o g y  ·  K a l i  

L i n u x  i n t r o d u c t i o n  ·  R e c o n n a i s s a n c e  

t e c h n i q u e s  ·  V u l n e r a b i l i t y  s c a n n i n g  

( N m a p ,  N e s s u s )  ·  P a s s w o r d  a t t a c k s  &  

d e f e n c e  ·  W e b  a p p  b a s i c s

PM
L A B

P e r f o r m  a  g u i d e d  p e n e t r a t i o n  t e s t  o n  a  

p r a c t i c e  s y s t e m .



D A Y  0 5  ·  S O C  O P E R A T I O N S

Incident Response

AM

T A U G H T  S E S S I O N

S O C  a n a l y s t  r o l e  &  w o r k f l o w s  ·  S I E M  

i n t r o d u c t i o n  ·  I n c i d e n t  r e s p o n s e  

f r a m e w o r k  ·  E v i d e n c e  &  c h a i n  o f  

c u s t o d y  ·  W r i t i n g  i n c i d e n t  r e p o r t s  ·  P o s t -

i n c i d e n t  r e v i e w

PM
C A P S T O N E

R e s p o n d  t o  a  s i m u l a t e d  c y b e r  i n c i d e n t ,  

f r o m  d e t e c t i o n  t o  r e p o r t .



0 4  ·  W H A T  Y O U  B U I L D

Five real skills

Day 01 Threat map for a Welsh SME

Day 02 Defended practice network

Day 03 Simulated phishing campaign

Day 04 Guided penetration test

Day 05 Full incident response report



WE ARE HERE

0 5  ·  W H E R E  Y O U  T R A I N

Find us on the map
Training runs at Llynfi Enterprise Centre — inside the main 

entrance. Get in touch if you need any help finding us.

C A L L  U S

01656 737349

E M A I L  U S

hello@reskillwales.co.uk



Y O U R  N E X T  S T E P

Get started
with Reskill Wales

www.reskillwales.co.uk

01656 737349   ·   hello@reskillwales.co.uk
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